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WebAssembly (Wasm)

▶ Executable bytecode format

▶ Precise small-step semantics

▶ Strongly-typed
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Wasmtime

▶ Cross-platform WebAssembly runtime
▶ Focused on correctness and security
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Wasmtime fuzzing

▶ Fuzzing: comparing Wasmtime with a reference
implementation on random input

▶ Use the official reference interpreter?
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Reference interpreter problem

▶ Evaluation contexts are
inefficient

▶ Execution time scales
quadratically
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Interpreter tradeoffs

proximity
to spec performance

reference
interpreter

Can’t move towards one without giving up on the other!

Maja Trela 7/21



What if...?

Could we do something like this?

proximity
to spec performance

interpreter v1 interpreter v2

proof

Maja Trela 8/21



WasmRef-Isabelle

This is exactly WasmRef-Isabelle:

▶ Verified with respect to WebAssembly semantics

▶ Fast enough for use in fuzzing; adopted by Wasmtime team

▶ Running in their CI infrastructure!
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WasmCert-Isabelle

Building on WasmCert-Isabelle:

▶ Mechanization of WebAssembly semantics in
Isabelle/HOL

▶ Notably, found type safety bugs before
WebAssembly release

▶ Interpreter written in Isabelle/HOL, extracted to
OCaml
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What are we verifying?

▶ We prove soundness:

for every initial configuration,
if the interpreter terminates without crashing,

the result is consistent with the given specification

▶ Note: says nothing about it not crashing
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Interpreters

Pure interpreter:
▶ Sound wrt. spec
▶ Tweaked WasmCert-

Isabelle interpreter
▶ No mutable state, uses

lists (O(n) memory access)

Monadic interpreter:
▶ Sound wrt. pure interpreter
▶ Mutable arrays (O(1)

memory access)
▶ Needs state monad
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Comparison

’a Heap:
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Proof

▶ Relate two implementations with Hoare triples
▶ Separation logic: Sepref (modified)
▶ Automation: sep auto, Sledgehammer
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Sledgehammer!
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Not always so smooth

Issues
▶ Higher-order functions
▶ Shared mutable states
▶ “UX” problems
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Proof summary

Two-step refinement proof

proximity
to spec performance

language
spec pure interpreter monadic interpreter

proof proof
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Interpreter performance

Good worst-case performance!
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Interpreter performance (cont.)

No longer the bottleneck in fuzzing!

oracle total tests slowest test (secs)
Reference Interpreter 1900091 48

WasmRef-Isabelle 2740908 < 1
Wasmi (release) 2793736 < 1
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Conclusions

▶ Monadic soundness proof done in a few months as a 4th year
project

▶ How to verify a not-slow interpreter with a not-insane amount
of effort?

▶ Refinement proof + decent automation!
▶ Only possible due to good tools

▶ Neel Krishnaswami, “The Golden Age of PL Research”

▶ As costs fall we should expect more projects!
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Thank you for listening!

Email: maja@majatrela.com
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